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See: Hatta, M. "Deep Web, Dark Web, Dark Net: a Taxonomy of "Hidden" Internet" Annals
of Business Administrative Science, 19, 2020, p 277.

3. Al Nabki, M. et al. "Classifying Illegal Activities on TOR Network Based on Web Textual
Contents" In Proceedings of the 15th Conference of the European Chapter of the Association
for Computational Linguistics, 1,2017, p 35.

4. Lusthaus, J. "Beneath the Dark Web: Excavating the Layers of Cybercrime's Underground
Economy", In 2019 IEEE European Symposium on Security and Privacy Workshops
(EuroS&PW). 1EEE, 2019: 1. & Finklea, K. "Dark Web", Congressional Research Service,
United States, Prepared for Members and Committees of Congress, 2017, p 1.
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See: Bergman, M. “White Paper: The Deep Web: Surfacing Hidden Value”, The Journal of

Electronic Publishing, Vol. 7, Issue 1, 2001, p 1.
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See: Hernandez, I. et al. "Deep Web Crawling: A Survey" World Wide Web, 22,2019, p 1578.

6. Kavallieros, D. et al. "Using the Dark Web" In Akhgar, B. et al. (eds.) Dark Web

Investigation, Springer, 2021, p 27.

7. Chen H. Dark web: Exploring and Data Mining the Dark Side of the Web. Springer, 2011,

p3.
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1. Raghavan, S. & Garcia-Molina, H. (2001), “Crawling the Hidden Web”, Published in
Proceedings of 27th International Conference on Very Large Pages (VLDB), Roma, 2001, p 129.
2. Goldberg, 1. “Privacy Enhancing Technologies for Internet III: Ten Years Later”, Published
in Alessandro Acquisit, A., Gritzalis, S., Lambrinoudakis, C & di Vimercati, S. (eds.) Digital
Privacy: Theory, Technology and Practice, Auerbach Publications, 2007, p 9.
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1. Kavallieros, D. et al. op. cit. p 27.
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See: United States of America v. Ross William Ulbricht, a/k/a "Dread Pirate Roberts", a/k/a
"DPR", a/k/a Silk Road, United States District Court Southern District of New York,
Indictment, 14 CRIM 068, February 2014.
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2017, pp 32-34.

2. Land, M. "Toward an International Law of the Internet", Harvard International Law
Journal, 54, 2013, p 394.

Fe0-YF Lo A ojled AYAF ¢ Bgis lains dolilad (5 jlme LS

ay



N 9 el 1ol 4 o el STy $9U8 9 (oh> aoliofag (Sohs Ciliiod aollla

Mol Cosiol 9 b e u0d 9 ez V.Y

9 oo @ly iy bawys odd wald (oleS by cod & )bk Jlesl | (S
Sl o g M raw ;3 &b Cunl cdgy gyeld 31 )3 arels (glp glas s
&) slecdld (S Jie lgie @l led 4 55 Mol kel 5 o e 105
Sl b g 2 OpSn g blibie; B o Baes o Sl lases 5
S A > Jllom o> (A8 o)l SMelae 51 JSS () cunl jlone s
oles o s |y wlowlus

gy Sog)S odlatwl oleiyog b bl 3 i s SIS 5 (S 5% e
o ool ledl S5 wlials gmman sholia sl Lo ol jlolisl SblSel ]
639l &5 Ll 1l (gl M iged 5 (b Slmlad 4y lted (5 pSsae
Hellom (o> dag 03908 oS g5 sloog)S Culled Jured 4 Gy gen
@ 6r9pS iy Sl edlatwlegu 1SS cpl 5l (8L llas Sy sl 5> dlias (ol 4
s gogas y3 sodie Jlo plojlo JS yd VOV Jlo (515 ) &Sl tay o Jlas
ool 2 48 0 18T ol clygd & el Castel g g (lyy IS g8 09,8
5 oolatwl Caoms 4 09)5 pl (gpSeac Al 4 LBb bl i glacdey Ml
5 Ok I okl [l 4 plgi e dlex Sl & cul S Jls > it slaoged
by slinly 3 laizoy J teyss slhegsS eslimal cplply a8 olal (g liSuS
o Ju lellosn cuiel 5 o sl (Bly 9 2 S @ 0B Sl jey clacdl
el

3 Sl 5 Wi g ool Sl oogl wald b ooty (35 dlse p ogMe
Sl ly oy dojyliey Gl jl elil caby (sl pbbedlon; SHls LS ) de)libse,

29005 Jlpen gy (v ) 29l 9 BB pegada widblels Wil CIS)

1. United Nations Security Council, Fourth Report of Secretary-General on the Threat Posed
by ISIL (Daesh) to International Peace and Security and the Range of United Nations Efforts
in Support of Member States in Countering the Threat, S/2017/97: 2/20.

2. Denker, K. et al. "Darknets as Tools for Cyber Warfare" In Reuter, C. (ed.) Information
Technology for Peace and Security. Wiesbaden: Springer Vieweg, 2019, p 123.
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1. Breckheimer, P.J. "A Haven for Hate: The Foreign and Domestic Implications of
Protecting Internet Hate Speech Under the First Amendment", Southern California Law
Review, 75, 2001, pp 1493-1494.

2. Mendel, T. et al. Global Survey on Internet Privacy and Freedom of Expression. UNESCO,
2012. pp 74-48; Kukkola, J. "The Russian National Segment of the Internet as a Source of
Structural Cyber Asymmetry", In Stevens, T. Ertan, A. Floyd, K. & Pernik, P. (eds.) In Cyber
Threats and NATO 2030: Horizon Scanning and Analysis, Tallinn: NATO Cooperative Cyber
Defence Centre of Excellence, 2020: ,p 13.
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1. Council of Europe, "EU Cybercrime Treaty (Budapest Convention)”, European Treaty
Series, No. 185, Budapest, 2001.

2. International Telecommunication Union, "ITU Radio Regulations", International
Telecommunication Union, 1992 (Current version: Edition of 2020).

3. European Parliament, "General Data Protection Regulation (GDPR)”, European Parliament
and Council of the European Union, 2016.

4. World Summit on the Information Society, ‘“Declaration of Principles (Building the
Information Society: A Global Challenge in the New Millennium)”, WSIS-03/Geneva/Doc/4-
E, December 2003 & World Summit on the Information Society, “Action Plan”, WSIS-
03/Geneva/Doc/5-E, December 2003.

5. World Summit on the Information Society, “Tunis Agenda for the Information Society”,
WSIS-05/Tunis/Doc/6(Rev.1)-E, November 2005 & World Summit on the Information
Society, “Tunis Commitment” WSIS-05/Tunis/Doc/7-E, November 2005.
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1. United Nations, “The Arms Trade Treaty”, April 2013.
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1. NATO Cooperative Defence Center of Excellence, “Tallinn Manual on the International
Law Applicable to Cyber Warfare”, 2013.

2. NATO Cooperative Defence Center of Excellence, “Tallinn Manual 2.0 on the
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4. “Protocol against the Illicit Manufacturing of and Trafficking of Firearms, Their Parts and
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See: United Nations General Assembly, Resolution on “Measures to Eliminate International
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