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3. Authentication

4. Authorization (Kumar, 2015:p 5).

5. Confidentiality
6. Integrity
7. Non-Repudiation
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«In law, non-repudiation implies one's intention to fulfill their obligations to a contract. It
also implies that one party of a transaction cannot deny having received a transaction, nor can
the other party deny having sent a transaction. (James Ohwofasa Akpeninor, 2013:p 129).
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Besides entity authentication, digital signatures can also be wused for transaction
authentication. This is the most secure alternative. However, of today’s browsers, only—
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<Netscape includes a Javascript mechanism to digitally sign, for example, the contents of a
form. So electronic banking systems normally use their own implementation, a standalone
application or an applet, for digital signatures (one bank out of seven in our survey).
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Stephen Mason and Daniel Seng, 2017, pp 38 & 59.
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