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1. European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, JOIN (2013) 1 final, 7 February 2013.

2. EUROPEAN COMMISSION, Proposal for a REGULATION OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL on ENISA, the "EU Cybersecurity Agency", and
repealing Regulation -(EU) 526/2013, and on Information and Communication Technology
cybersecurity certification ("Cybersecurity Act"), 2017/0225, 13 September 2017.

3. European Council conclusions Draft EU Council conclusions.2021.
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1. EU Cyber Defence Policy Framework , 15585/14, 18 November 2014.

2. EU Cyber Defence Policy Framework (2018 update), 14413/18, 19 November 2018.

3. Council of the European Union, Council Conclusions on a Framework for a Joint EU
Diplomatic Response to Malicious Cyber Activities ("Cyber Diplomacy Toolbox"), 9916/17,
19 June 2017.

4. THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, concerning measures for a
high common level of security of network and information systems across the Union (NIS

Directive), 2016/1148, 6 July 2016.

5. www.consilium.europa.eu/en/policies/cybersecurity, 2021 .

6. THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, REGULATION on ENISA
and on information and communications technology cybersecurity certification and repealing
Regulation (Cybersecurity Act), 2019/ 881, 17 April 2019.

7. REGULATION (EU) No 526/2013 OF THE EUROPEAN PARLIAMENT AND OF THE

COUNCIL of 21 May 2013.
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1. Coherence

2. Thaler, Philipp. Shaping EU Foreign policy towards Russia: Improving coherence in
external relations. Edward Elgar Publishing, 2020,p.31.

3. Systemic Output

4. Institutional Process
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1. Portela, C., and K. Raube. "Revisiting Coherence in EU Foreign Policy." Hamburg Review
of Social Sciences 3, no. 1 (2008),p.2.

2. Koff, Harlan, Antony Challenger, and Israel Portillo. "Guidelines for operationalizing
policy coherence for development (PCD) as a methodology for the design and implementation
of sustainable development strategies." Sustainability 12, no. 10 (2020): 4055,p.1.

3. Cyberthreat

4. Cybercrime

5. Cyberattack

6. Incidents
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L.https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-trends/etl-
review-folder/

2. European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, JOIN (2013) 1 final, 7 February 2013.

3. European Cybercrime Centre

4. Cyber-dependent crime

5. Online child sexual exploitation

6. european-cybercrime-centre-ec3, 2021.

7. Federal Ministry of the Interior ,Cyber Security Strategy for Germany, 2011,p.14.
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1. Camino Mortera-Martinez. Game over? Europe’s cyber problem. CENTRE FOR
EUROPEAN REFORM, 2018,p3.

2. Team GAIT ELEC-E7470 — Cybersecurity,2017, p.4.

3. Camino Mortera-Martinez. Game over? Europe’s cyber problem. CENTRE FOR
EUROPEAN REFORM, 2018,p5.

4. Akbanov, Maxat, Vassilios G. Vassilakis, and Michael D. Logothetis. "WannaCry
ransomware: Analysis of infection, persistence, recovery prevention and propagation
mechanisms." Journal of Telecommunications and Information Technology, 2019,p114.

5. National Health Service (NHS)

6. eucyberdirect.eu/2017-wannacry.
7. https://www.bbc.com/news/technology-57583158
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1. European Defence Agency
2.https://eda.europa.eu/what-we-do/all-activities/activities-search/cyber-
defence,2021.

3. European Union Agency for Cybersecurity

4. THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, REGULATION on ENISA
and on information and communications technology cybersecurity certification and repealing
Regulation (Cybersecurity Act), 2019/ 881, 17 April 2019.
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1. https://www.enisa.europa.eu/about-enisa,2021.

2. European External Action Service

3. https://eeas.europa.eu/headquarters/headquarters-homepage/82/about-european-external-
action-service-eeas_en,2021.

4. Draft Council Conclusions on a Framework for a Joint EU Diplomatic Response to
Malicious Cyber Activities ("Cyber Diplomacy Toolbox")
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1. https://ccdcoe.org/uploads/2018/11/EU-170607-CyberDiplomacyToolbox-1.pdf.2018.

2. cert_about.html//cert.europa.cu.2021.

3. information and communication technology

4. Ethical Integrity

5. Bada, Maria, Sadie Creese, Michael Goldsmith, Chris Mitchell, and Elizabeth Phillips.
"Computer Security Incident Response Teams (CSIRTs): An Overview." The Global Cyber
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YAY



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

(EC3) tlys,! b il 3550 ¥-0

Lol Blanl glyy )8 odliiwl pges pui (gl olgi o0 &S o3ll lon 4y ) S8 ‘5)9193
) 92g 6550 ey g9 2 3l e B @l ejg el 1> 518 ookl 3)90 (g
5 (EUROPL):96 (slpl 3 (oylSen sy Loyl asbul Guilil s cwed & s
Slr Mgy JSie S ol pr S0 0l wlr I b ol o slaglojle
Al drwgy oyl lacdleyj )b & canl Lol adlosl gae glacded dlos I lajauis
Ban odld () ges job 4 aSl o cbaodly s & il o bty caby i o
& i ol cpl &S ol ()38l b jo ooy & sy g (a8 jled i (ol WSl
S9dise )N

LSL'MLS Ja.my &S LS)'.".’.L”" pil)? :)'l .\Slc;)k.c &S col ;)AMA L{L‘" 89> dw EC3
S (oo dbml QUi S)n sdgw &5 laog)S pogada) Wed oo plol aidllojl
Wile) WS e 3)ly libyE 4 i Slaso &S (pole Wl (b Gl padS wilen
Spius 5 Sl glcdlop) & Gmle Wz g (G 1 i oy
0 olgie 4 BC3 (s pmlo &Moo wile) aimd o 41,3 15l coxi 1 gyl apsloul sleMb]
i) orass 5 Sl ¢ lles Lo 5 ajos il oslitel b 5 S e Jos oMbl Lo
an3 e &) e gie (g3 mly sl Lo 03,8 Sluidy gis slayeiS Sl 5 lles
@bad opals drls g A5 e Gltdy ilecud )l g (bisel I EC3 opl p ogMe
g iyl GleSs lol ] carmgy g Baiod Aled Syt z8le glaojes )0 Lyl bl
TS o Sl |y 6 5l dngs

Ololadl ¥
o3l gl S8 (gl el sl 5 Sliviag b ablis jglaio 4 ) a3l

Ml b ablie gyl d)ﬂgt{ Owli8l emen (d)lge LD > clelidl pl aS cul

1. The European Union Agency for Law Enforcement Cooperation

2. Thygesen Vendius, Trine. "Europol’s Cybercrime Centre (EC3), its Agreements with Third
Parties and the Growing Role of Law Enforcement on the European Security Scene|." EJPS 3,
no. 2 (2015), p 151.

YAY



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

locdloy il cblis 5 65l5 5 G0 (pmlo £ «gpmlo (lolyd Cogl (sl
Loyl 4l lawgi (gl Cuiel 8o j3 1) a8 T y00 loladl woldl (o .l 039y Sl
ol il s Lyl 4ol 53 (6,138 58 3,90 13 (s paiie s o 51 S8 Ll oniS o0 (o)
oS oo &l

solelil elbaskiasly oyl ol Slislee wlol p wad plosl bg)l aplosl a5 olidl p»
gyl bl glasles 4 by (yilsd gyl aalbosl Claal gyl aobs] sae slacdgy ybo
Mgbign a5l eyl Gain clyte 4 Loyl asbsl 3 5 was L)l abol e g9y
g Mg oo 0dol gl Fai> gus o (il Glanles Claal o Jowl |l a5 Bois dcgems
sl ;CJ)L':.} 5 ALma.,og Y‘Qw V‘LmJMll)gwa Y“:;I))jia Jolis

O biley 5 (68 maeual 555 gyl andloul glaslyd (ylsd byl aabsl Calual Clialee
Ly Claalie pl Wed o Mol ol & L clacdgius dbul g bg,l aslul clasls
1 oyl bsss g 5 5550 53 955 50,5150 90 Ll 4ol sl aa
oo 1 Yleiy (ase 4 &S s Ssis iled (ljrie 505 (gow jl ek o0 Cugual
Lol 43b] (sboy9dS don (gl 319y 9,395 ok 4 (Lo (iled @ JUil 4 Lo e
A 1aYa¥ Loyl adbol clayeiS aen glp oS job 4 Ll Wad o Jlos!
1y gl Lol cdiawyy iZokae donis 4 a5 08 oo ko |y Lgyl adlow] (glayguiS el ol ygians
4 litod palate 4y ol Lyl 4l (glo )5S 538 o SL3T ST l plosl By Sl
g s plsl o iled 4 Ll 3,8 3)lg (el 1y (Slalsdl ¢ ol giod 5> 0l e Cilaal
aYles¥ S 5 Gleseuai .aiS pMel byl S 4 1) @loladl cpl Wb (Lo Slolio

Kt . 5 ol .. N , Coow . 500 S " - W

. primary law

. regulations

. directives

. decisions

. recommendations
. opinions

AN AW —

YAY



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

pMel |, 395 sollun b wad o 3N l.w)l 430l ol 4 bawsys Lol [aYle Y
ey 1y e b3 ol @ olls &S Gl & gl ae S Jlosl (g 5 WS
So S el Glai pedge 4 (S e 95 gn D)l (g Wm0 0jla] byl 43l

Vol ol plyll dus 231 JLas

Sombw 559l il380 . F.Y
Yo 0¥ 6 pler Cagiol 31, .Y

BBy ke aS 3,8 o 1y (gl el Dpualy pdol Yo AT 4358 Vo gl asalool
ol slad 5 paly cpl jled el o Hledas loj o] )3 (s ymlo cutel (6,138 Cunliw diej y
2 098 CaaSl g (ol S 903 (ol Boi> jl cblix pdpaly cpl )3 sl el 5 (el L
g el ply o ol glad 5l &S cal 5L gy cpl 5l cwl sad o)Ll ol (lad
g ol LB el g el b slad cas > bcdgy g cblis ke sl
I coles 5 cule) Gl g ke wpod 4 g Ll dlex 45 0 (eoaste iyl
S 08 o)lil oyl (g)lKan g luabl Colll bais g iy ©jg0d bl Goi>
Tl b (sLab )3 et GBS 5 pogad (i CangSs

o) JIS &Sl ond o)lsl Jisws e ledo @il 4 dyaly dedde
oeallad Alusgay Lyl apobsl slatdl Jlo olsie 4 3) olyad 458 b 55 5y
sl Sl a8 51 (o iz g e g il el 01y sl (gynls il
Ll pogad 5 &5 o) fcawl oad has (gd @)oo oyl e Sler Cdply
295l «adlad Slall a4y o wms aoll oyl odijle Copde gl 093 jlidy LB &
2ok &y ol YO ply dsdioe Iy p Cueal Sl Gl e cutel
S o atudie g blod Ll 5 bal 4ol o 5 (6wl castel (65 sl

5l Blele Jaol ol

1. www.ec.europa.eu/ law/law-making-process.2021.
2. European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, JOIN (2013) 1 final, 7 February 2013,p.2.

YAD



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

9 35,0 3,8 (So3b sbid ol 4 Jlses (sbid ;3 byl anbsl Lol gla ;) @
it Jloc! l5
fpoyad g paud godl 5 ol il (opaliy Gois jl clilis @
fhod Sl (o> @
2ol 5 K18 905 JlyaS> @
el ) pliebl g S e Colgtns @
o8yl Lg”L.;lS @ oliws ol Slo)le eoply Coglgl zn YO spaly bl
Sl & bgye glacud )l o bcwlu arwg (gmlo pile (SRediz) Jials
JSE5 g omle Cotal b lasye ()9l g (xbo lie ol «S e il g ol
Sk il @y g Loyl skl ly pomate ol glad Malliye (65135 sl
¥ 4l
YoV Gamlw Cokol 3 gty gwlb K.Y
Sl cosl g 2l Sl lbcdluy; jl cblis dnwgs johaio 4y 5 VoIV puolip )
Oygo VO (gmlo cuial 2p2ly 53 il olhe BB plo & cans )l Jions
Caygole Cusis s pmle Cuial oy e ly Olorin b il ol 7 cd)S
I cou djse OMes ply 0 sae gy Phe la STy I lueb] 5 ENISA
Sl 1y Gleladl 5l mels (lacgomme (olginin Ol yio 0l pisin (yio (ol .Llais )5
S o g |y oS linl g 05 slog) LE lalidl bl 48 imd e
Yo¥o b Coniol 3y, F0.F
Aol ¢ ol Cuvliw g 4yl jg0l 13 adloal Jle oailed g (ygmmneS VoV + yolwd V& 50

5 okl 4.3“«JL:.”_>3; and (gl Loyl 4l (g pmle Cuiol 3yl lae L) 095 S o

1. European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, JOIN (2013) 1 final, 7 February 2013, pp3-4.

2. European Commission, Cybersecurity Strategy of the European Union: An Open, Safe and
Secure Cyberspace, JOIN (2013) 1 final, 7 February 2013,p p4-5.

3. Bendiek, Annegret, Raphael Bossong, and Matthias Schulze. "The EU's revised
cybersecurity strategy: half-hearted progress on far-reaching challenges." (2017): 7,p.1

4. The EU's Cybersecurity Strategy for the Digital Decade

YA#



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

2 Lol (mer (6ygl b Cusl syl Cuial b Syl 5l Gaa n S diie Lyl (el
g Clasd jl wlgi o Jelde 5 gyl aon & ol I pluebl 5 (pole Slises plp
Vsl Xigad Aieo y Slazel BB Jbuzod ol
S s oy el ) Sy bl 3 o8 cand 00 LS5 Cannd ez 1 30y )
Ly Lyl adlsl o (gyole cuel 5j9> 43 35350 Mo 5 Cawl Dpuly doddo Jgl Cood
Sl Slojke MU cpl S j5b 4 S (o0 2kae
sl el @l wlpbe wedlo (il (JB 5 Jos iz (IS @
@ 093%059) ok 4 a5 SMbl 5 4l Sl & (£ 5 (lad (Sl g0
g oo dianly 0I5y
S g 5k g Sl <oyl po p (Sehgl it b wss juleds oS5 @
£0mab 0255 IS 53 s 98
Sk SHj ks Sl @ Sl lcdlo ) o e (o )5 Ban @
sy lodd jl eolatwl (gl ot Jolo lais & ol )50 o SIS @
(ol gl o Jhoms glad S5 ik @
ot 4] 353 b 53l 5 Jelin 3 (sl 8T 5 (ST s (331 sl
Aitd 6yl e lanl oyl 1 Lo bl Ui g s
g 4l 3 (6l sl e sisbya 2l5] i @
050 4 & Ceod cpl sl T o ooyl 5 05 5SS e plsis o8 pgd o
9 SIDL (oS cap Slles )b bl (s g Sl cusSls (sylls
25 bl bz ol j1plS o g wload a5 g Sk ule (Lad syt 5 Sl
oy a3yl ol 5 canl agaie Loyl 4l sl 1S5 LS sl (gouxie sl i
s Jsl 55 el s ko b 3 i 5 915 2 slocaslon 5| o5

1. European Council conclusions Draft EU Council conclusions.2021,p.1.
2. THINKING GLOBAL, ACTING EUROPEAN

YAY



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

b lil g bl cluwho 3 (6 pmbes Cutol S Coles ouis] Jlo i b byl ay3los]
sl il g ol wluwge amd o JSi5 1) YoV+ 3yl pow Caond by, 4ol
oo Clegdge (Sinlon (lp e sy ygolo ¢l Slastin 4 dogi b byl a3l
09 4 (g mlo OMos W3 Bua ((Jlb M mlie Copre o ik sla) 5 wles
& gl g paseds GUlF g smle (gl plie (Jlocnl b ditea pols (gl
Caol Sglaie aag BB b a4 basly cpl o ady Sl Oy gwle clacls
D9 03l W)l (Ses 5 )5 3lo (3158 25k 5l gyl cutel IS s o el Y ol iy
bl a5 Oy o gindib e wlus Oledbl 5 Lyl &bl sud ganaib
J&sl 5l g sl dgace Oliored ol (guaib SleMbl slapiwmw () Kar cobld ¢ byl
S o 83,59y sl pglate 4 WS e (xS olr cilie (sladlyd e oMLl a2 LS,
bbb gindid pe SleMbl g Loyl anbol sudganail SleMbl 4 Siwy jslaio &
Pl b CERT-EU cogi 03 (gom jl 05650 g0 (gt iy b (olue
bl elauil3] g bdles wluwge 4 SKeS 5 ol oUlg (il (ol adbdguy 434

"l (63955 lodl (sl gl Sl 5 gyl cutal i lgd lae! ol L)
Sl CunBge Cogti 5 adlul Cutel 4 oliwd dig)l adlsl gpole el Jlious aad
5 Sk sl dsoly jolaio 4 bgyl anbl (S, 5l 03 aalsd S8 byl wslbl
5 oylubiv] LU Sl clcdloy; 5 g Gl wam Srole Cuel glad bl
5l Sbligl 0gs slacusMo glily 0 Jle sailed 5 GomueS Dy i |y olybuis
L LU plis epliil (sl Bl 5 Uyl Samogs opunly 1 cslocdpi  lls o
Jolis (g ymlo Coial drsls Jloa Juail jolaie 4y Jos Slolil slulid (gly sae slacdgs

1. JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT AND THE
COUNCIL The EU's Cybersecurity Strategy for the Digital Decade.2020, p4-5.
JOIN/2020/18 final

2. Ipid, p24. JOIN/2020/18 final.
YAA



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

9 mbe g8 g (symlo (oulelnd (o9 g LS (b yome (1 Ll1L 5 Sl e loy;
Vol winlgs plool |y olaii ed dsels b Jolas
Loyl a3l g ol Caiol 3boy K.Y F

Loyl a0l (g pmles el 3 pmly (sl 55 &S 0D o)Ll S cpl & (ki lais
ply 5 aslialsS souo g ENISA ylis] 5 cupgale (il Bl (oo YY)
Loyl 4obsl (sole Cuiel floyd flgie cos VoI Sl o a5 wb slpiudny Loyl asdls]
P9 sy 5 Cawl oad LSS odlo FA g laie ¥ uad £l Gloyd cpl )3 1 a5y
Vel @l ozt ENISA @lylasl o i costs 4 oleyd
(Yo VP)OleMb! g aSiwd (5 pimmnnn Jod]ygiasd F. 9.0

Cutel o Pl (el y e slacdyd Gl (gylSen il jslaie 4 VAF Jlo )
rolyo 3> )50 P8l gl lgie @ leMbl g S it Joallygtns (gl
sbgis > Sl oleas bayglil slp el Sl Jodllygios ool oAb pdiie L)
Jle Jlusws sl gy OBl o uJLa 5 Cusling (J g Joo g5l Wle ppee
Jeadlygiwd ol 5l Gun ol 035 pund (gl Slodd 5 o slaygise asyy sla)lil
drwg jolate & .Canl g slacdsd lo 1 (gymle Cuel paw (ilwSalan 5 158
b8l (LS50 L aslen Wb gae glacdsd (gilwdlezel dusgas S5 1L 588
TS sl ) o) om ol o bl g Al 4ty 6350 () Ko

J oolwly g Canl oads oSS dasous ¥ oolyo 4y 03l YV 5 Jad V51 Jasdlysiwd oyl
Sl ld byglyl Jloms Gbgumgm Bumal] 5 Sl ol gl

B0 CAloy; o)Wl (J& g Jo ‘65)31 O5ed obdie; ;&S Ak U:Ubuf/w

1. Ipid, p25. JOIN/2020/18 final.

2. THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, REGULATION on ENISA
and on information and communications technology cybersecurity certification and repealing
Regulation (Cybersecurity Act), 2019/ 881, 17 April 2019.

3. THE EUROPEAN PARLIAMENT AND OF THE COUNCIL, concerning measures for a
high common level of security of network and information systems across the Union (NIS
Directive), 2016/1148, 6 July 2016.

YAQ



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

cdld Jlows calupj slagisy g Gasldl O mig 5 omel sl pise (b
Syg0 50 &S Wit Jlzed Jelie Jlowd slajwgmw GBamddl) o Jb s aiS
5 e slaygise & olgiee bl dex Sl 5 K085 eges Cuanl I (gpmle coidl
2,8 olil gyl Luibly wless
(Yo¥e) OleMbl 5 s (ssphunens Jolljgiwd Szl g3kl 50 F.V.2

h Mol g aSud oo Joalligion il (2lg)] ogpmeS ¥V e puolios
085 Sk g Ol jluleds oSS 4 i1y 0 i oleiin )b o) dlekdy
o o158 sl 03)5 Iy Cem o 35 B (o 292 b &S sl dmsly Jliowsy Jgou
o 5l (g3)lge Jold

LS b lp (sttel Sl Cogis @

a0y o yj Cutel a5

ke lolie gy pri 5yl lolasl 6 yae
Vg dinled g)lSen g leMb sliS STpzal 4 izl @

oo 4 & Sl odd gl ol Bje> (pa el olidn b ol
ol 43551 )3 ¢yl el o ol 381 sl G g wlas po
Srolw il b allis K.Y
T 6ok CA I3y 43 (5,15 YIS b alilis F.Y.

L)l bl cuel sl s s s CEbn laylpl b G 5 ()l
2l 95 cnl eoml p ogdle S oo sloml Bl el Wil (e BB 2al)d g 039
adlosl YoV el 55 )85 o il Jlisws (cbagysld cuiel 4y 505G pae slis]
g SBCdgd & 3)5 gl (A8 Sy B bojyle sl ]y st (l68 L)l
U S oo Sore |y 25290 (pwilsd dslidis ol a8 12l VNN Jlo )3 1) e (ils8 b

D3 3929 6y5l Sl (5 698 (b Bo amly o & 398 ol bl

1. www.consilium.europa.eu/en/policies/cybersecurity, 2021
2. Tackling non-cash payment fraud

Ya.



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

l SLI8l g A8 o (655 gl cdigd oo il 9 Clains wlo &5 llas glge 5| (pizren
ot SiserSsl b S ale (6)l0paMS (oSS I cagas 26T Jil33l )
shedly, by & g wil | i gels & cul ol Jeddlysies ) Gan yled e
Sl gt Glaghyy 4l g ol ) bise b (b o) l5 aiile (gtiw (6485 0
5 oyt il il o Swig iUl oy a8 wilo o als 31 gl L o 4 il
Dy 2 1) silre sl
o9l 1yl g cdlas K.Y

5 6ymlo wil L ogylo 5 gl slysl 5 clie slol b Lyl apslboul (slacuslun 5 ld
g o Lodly ()18 9 (65135 50y (Suig pSUl smlgs 4y o pwd aiile ISyl &y o8l
9 e GBS el Jbomd (6)9l8 I (oo ((Sig sl dalod &y wyiuod 590 )3 3,0
Slr 2lad 5 oollal lolie by S o odlitolsge (S98ye Sl (35 ey
Sracly b b froal dacsialy aiile (Suig Sl salsd 4 il 095 (ol ol 5 Olidos
dolod 4 (65308 (wyiod g (sl L)l bl 05 (ggw S 0 4SS Sluyply
L 385 @ ol sl oSlie Jlo )5 o ore (slaoigy dr (S yslaie 4 (Sigpsll
oy e (j 2 Oloss Bamaddl) iy a5 Cul (558 (lais 4 sdoxie YL

b uiS slul (659ld Cario b Jlad cony K Ul (0553 Lyl adlosl S5 (gou ]
Shlsl (pedl 5 468 (5510550 (x5l 5l yetne oMl I liebol (le (lie Jols
ool 5> 095 )18y Ml (clos ) ailie Ll b )8 (gl LB 08 5 (g5 o
Hoges il slojli oS T8 ol ())iS5e) 390 3 1) (glaolialad g Yo
S o s |y (63550 3929 b el g (61353,

ol sodly wlons a4 sl wio «(sj0l Wilya b 550 655l jolaie 4
ool b S s el Lidl colis 5 ey b ablie (gl Cow baylyd cou Wiy o &S )

)‘ cblas 9 u_.o}a.a.‘> 2> Laas ‘_99.0.‘> 0)39 4 451)5‘ u.wL.u‘ ‘_99.0_‘> .blyuﬁ odly Lads ch>

1. technology-neutral

2. Council Resolution on Encryption - Security through encryption and security despite
encryption, 24 November 2020.

3. security through encryption and security despite encryption

AR



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

bl sleosly bis paad o 1) e s &S (a8 1) et oledbl
U 2)S cbge |y (ygmeS hgd )5 cugal Colie g oy b ojylie polale 4 (Suig sl
dllas S | it lgis 4 1) diadan (laojslie g 03,8 (gyglaen ) syt Sl
SISl Il (58)S a3 dlex ) dnosly b (gl Jloinl sl Jooly 390 ) gol>

&S ailosle o]

Syl (owlolyd Co gt K.Y

Gt ol 2 4 el 5 Sl L lil Gl (g pmles (5Lad I T g clacdgs g Lyl apslos]
S2LSs g 0By cooladl wby eloin] Sl (9 CusSle g bl sl
3bj LI Ll aslosl S e cyles igd oo Culey MalS Sil,Sged o 35 molsn
S oo plol &b (6o )9S (gm0 5l (sl Slused plp 53 355 5l clabloe (4l
5SS g 5ylSmn Jald ) e ol el €l (ulals 31 Ay b oyl
ol 13325 g (Sl SMas il 10 &Sty Sleladl (Solodos
wwlodud 13l ass K.Y

g syl (lolnd (sl byl bl lawsgs qoly 5 S yitio 3,505, S o Ll ]
SaS (Malloy bl 55 i Sl 5 (ymle Catel Gl el (65555 5l (6Nl 4
)8 pistia |y golalpd )5l dua YWY (550 )6 3 (o)l ] (g5 S

5 4368l ymlo (lelpd pylie eS8l Cueal 4 o gae slacdy 5 Lyl 4l
oLl syl (S )glb Coghs pslate & Lyl 42bul (gpmle LS G ploradl @950
Coler 0 ombe S dine; 3 1) 353 G SN T Nediee Bi5iS 9 M o0
adbl gy oyl 5T s dals) CIB olayguiS )3 syl (il cud b Cuenl She o )Kon
Lo smle glacdld 4 S pie Sslaled by ¢l )l S dawg 1 L)l

5,5 sals S 5 Lol ol cule,

1. cyber diplomacy toolbox

2. Council of the European Union, Council Conclusions on a Framework for a Joint EU
Diplomatic Response to Malicious Cyber Activities ("Cyber Diplomacy Toolbox"), 9916/17,
19 June 2017, p.2.

yay



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

g yo slndyd b byl aolos] () Ly, 03 iu aize) 5.5 L5 > @

feolel Gladlil g 3o (a5 pac g 12l BB Mellipn (ls « pl o]

Gl dbge sla gy 5 Lyl 4l sdalee b sillae CFSP Clial & oliwd
Ll & oo
Erlw OV ade o9 55 F.Y.Y

32300 ojla] gyl dlosl 4y ol bl a5 55 sl 1) gyl had YN a0 WY
S pdie Cugnl 9 (5B Cunlaw GBlaal 4 Slowwd (gly saiiSdgame Gloladl a5 (60)lse 53
e & sl 5 S5l solite 4 |y diabin 5. pm0 SB35 0 A (5395
OMas Jold aitn o guae slacdgy b L)l bl (208 uaes & spmlo
P& e Mo S Jlel Mol sbalojlo b cdb slayouis ade o ywlo
Loy g 5, ey BB b & dmn Mes )l )15 ae 025 @) cn B3g00n0
s bl J s > Jlob cslasles b e (Sl b 5 Sl byl aslos J1 g5
Lol e 0 mog jemme byl adlsl & ozl cpl b odgl (sl Ngd e pl]
&S ol asid Jotwe ol des gl WL des glp &S w1y oladly
Jolis saiSagame lolul Lled )8 walyd SMes cpin gl (o0l b 8 Jbo Sluiy
ogMe .l adlys g Lobridl (sl b ol)ls o d9dus g bg,yl asdlos] 4y ol 8l 4w Cucgias
ol Cuwypd O3l HLB] jd sgmg o 18 S byl woslsl gl 5 olsesl (ol
\.;3159;“
Symlw g8 > iy F.F

S Joli 2] () ol 0 4,5 55 Stz 1] ey ol 4yl (5135

‘Lg);wlf LSLQW*’ ‘Ju&s‘_sﬁ Lg’Lw».w) &S L;g.lbaﬁl.) 9 wl.w);) culbl»)l 9 Sl

1. www.consilium.europa.eu/en/policies/cybersecurity, 2021.

yay



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

sbedld 5kl pule glad ) glis duej 5 byl dls] cula JyuS g b Kl
&S o ¢)Sen Europol 4 ENISA ,(EDA) Lyl sl uil;]

bl kel 0jo cpl el 108 0 gy (1B I SU 6l £l A 53 Nz o
2 il g VO Jlo (ol (il o)l b 5l (SLelidl 5 oxiles 593 L)l
A dls )y Al jebay plaS e aS canl 0ald plosl YVA e
(Y+ VPl ar3loul gl g85 (5188 Conlows Liga lo F.F.)

OB g WS (o At |) gyl S yide attel 5 (o> (IS Cunlis (sl i
Gy p ISk gl il ol 35,05 3jloe Bl 3 1) e oS3k
opimed 9 CSDP Glaal (cly g slacdgd bawg a8 ol (ool gbd (clacubls
Gawg p AST (hjgel e > Wlond gy SleMbl § bls)l claasus 5l cblis
b 5Lz a5 LT 5| .l CSDP asile b 8,55 5 cilises lbbe sl ool
] bl 25 93 (glacl ] 13 g Abb o dawg Jlo 53 Caeyu 4 &S el (oo
w3bul pnle slcwbn b olfles 5 (ol 5 (ola )lSeon cunl p5Y S
"9 sl e sl b ablie ol L)

S Conl o LS5 Coglyl gy 5l Lyl aslsl gpmle gl gyl Cunln Cszly
el cblis Ll gas cbedsd gymle g8y Gbeubl dawg ol wlols
Gl bl b aliblen o ol e — ollss sla s San (b)) CSDP LLs)|
590l SBCuo B 3500 (pogad ity 5 43l L e clapuili] g oles dyg)l 4yl
ol Ml S8 S Gl 5 il
(Y4 9A) Lyl andlosil (g mlu g8 (5,188 Cawlow 92 )la Sl F.F.Y

ooyl gyl aobol gyl gl Cunlus yuin drwy jekaie 4 YVA Jl
b (gyliSculow o jla 3 b Jlwyjap (Vo VF)bg,yl asdlos! (g pmle g (gli8 cunlow

u?)lz- u.;] L;Lol )f).o.» Gl 0 um.\m )1JC;...».?J§| &9.@9:: um..: W) u.u.»)b d)...,L.:

1. EU Cyber Defence Policy Framework , 15585/14, 18 November 2014, p.2.
2. Common Security and Defence Policy

3. EU Cyber Defence Policy Framework , 15585/14, 18 November 2014, p.3.
4. civil-military

va¥



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

SleMbl o bl cbaSus j cblis pian 5 5yl g5 bbb frg Casluw
winlosy 9 higel 3l Wle,le coglel s (cladie; plo .l L)l adlsl CSDP
2 3SB Ghjsal diej o Mallie () Sen g ollai o — ollas (5lSam e )9l 5 GuiS
28l p bys | symle (2T (Bi5el 5 gae lacdsy (gymle gy bisel (slE5)
sy 50 (S oilul @ Slislesy 4 (gynlw sl &S Cunl ppe pismen .l CSDP
Loyl bl (oMbl (1392 (o pod )3 5 &S prenal Sabg) dge b wlsy U 05,5 )13
P e b oS Cunl glojgn pule (slad aidsny dgue gmbe lagln 4 LiSTy 50
djpe Pl g elliipd slaojes 3 Wl war (sld lacéiiy o cul axwy Sl
ot Gy 1 Gzl (slp (o pnls diej )3 (oollai it — (oS ()0 5,57 )13 coleo
@ Sy Mallim S8 b 6)8en Liall cpioman sl S 5 pmle Clud 4
435l (slohyl g Jgol i) 5 ol 5 513 5 Lyl sl J315 55 (gymles cutel Sl38)

S K L))

G b lo ;5 mlw Cukel K0

5G e 5l cblis F.0.)
iyl Wle ere slaisn gl &Sl Jlized Olbls)l dlp ks & 56 hasis
5G sloaSed 6yl 51 lisabol cpl s Aitid oo Sloms Codlas 5 (IS (B 5 Jo
YYO aS YoV Jo 0 5G Sl claseld a4 ang bl (6y900 Lyl wdbsl ly
Sl b 5 Loyl by el S Ll S 5Gacuul 0ad 03 (eS 9y5 3)bke
23 sl oo Yl 43081 (93 0]y (5)liadgs 3l liabo) (el T (gl ol g ASl
Sy S e Jlainl @lalidl asgasme bl sl oyl3l dus Lgl adlowl ¢ YoY+ 4y 93l5

TS piiie ¢ ploialy byl 5 3G sladSed (6 mlo Cutal Lol @l las jials
2ba)l 9,555, S bml SG gpmle Cutel i) ) Lyl bl 5l amr Gun
Caial Lol @l ialS G by 45 ol S yiie Ll 5l clacgerte wlul p Kinlen

1. EU Cyber Defence Policy Framework (2018 update), 14413/18, 19 November 2018, p.8.
2. EU toolbox on 5G
3. www.consilium.europa.eu/en/policies/cybersecurity, 2021.

Yao



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

g Sl laaly o)l wad A ool Db pbsl 5G leaSid (g pnle
Sl byl 4l 5 (o jlad yialS claasby I (ise sl &8 Sl uncy gyl
Gk & cwl puel clelidl Gl e g 668 Gyl SO dbnl (oleg Gan e
ol 135G e 6yl el 3 o g sy o Sinlen (cb3,Sys,
plinl Loyl aslosl anly JhL oag 5l 4 ol 311 3)Sg, s e ) L)l aplos]
Vol el Y5 oll s By o sl e Sy 1 e 9,509y Ky 5 3,5 o

Jaio ol g5lw i yen] F.0.Y

Lt oyl s eSS (sladSeds g ba,Sus dagputle dos | Juate (slrolSins

hob ¥e¥epualiod )3 sl wimlgd Loyl Jlows o]yt (S S5 )3 (oge (A5
9 oyl & ato (lmolSiwd g (Sypae CYgame jloslital (A1l 4528 piie (gt
oy @ 1y Grule Cael 5 SlMbl Coisl (pasid mp 4 by b S,
S <y SRl ore E990 il @ S Gl ) eyl s il calis
5 el (sl e il g VL 1 labl b Loyl apslbos] glosl o y) oo

v Poa - e

1. https://ec.europa.eu/commission/presscorner/detail/en/qanda_20 127, 2021.
2. Council Conclusions on the cybersecurity of connected devices, 2 December 2020, p.3.

Yas



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

S5 4o
Wloa 0y0j9) syl I o)l pds (SU) 3 (Kpn OB jule gLad oyl
5 Loy Cupte b aBS by sy g g ibee slagbjsel (S slacshy
O O dg 90 (Sl cpl laiwly jole glad 4 S o el — By gla iz
Sl 03,9l s3290 ol )l sl (M dd ol 5l eolital oS 031l len
oM RS S 05)ke Sliytes cul b WS (o (o 0lyl8 ) crl 512003 293 L olpe
sbab 3l a3 s wliag oo Comnl g Sty & 4295 b g Aitd gy polo (slad
o S ol 3 S gl b o il Slbbs Bl e L]y 4 dacdd el ol
aw » aly oISl et aS Slul o8 s bl Ll el byl adbs]
e S5l o lsie 4 L)l o] sl ool dg2gar (gymle Cutel Loy > Sl
D9d Jdd opia ik S a mle cutel g @ cwl W el
5 Sl ol 3 S sl ol Skl (Sl gyl 4ol )0 4 S0 50 slaclld
Cubge & (N (2Bl 0 @ Oy Sl ol ore )RS S 4 L
Scdsd e gpmls Cutel (pulow Cople (LIEIL )l 4bdl jobs Sl slacyls
e S5l SO Chow 4 430501 45 ol ool 3 gas glan] ] Sluwwhe 9 badls cguac
L L)l bl (g ynlo Cuial diaj )3 pomaie J5b o 4 (b s lp ST S >
arlye Ll ple @dlie sl Jlaisl 5 Sluwgo 5 badled (S5l 2058 dlo | ool
ol Ul 03y o Olyye g b Joodlygiwd s pualy Hlissl b bl coplygsg bl
il s & cwl dog (bl Ll ojgls sgr g anlosl 5509, )0 (S (5L a0
7 2855wl g &S )lie ulad 3929 a8kt (S Sypde g by Jaallgies syl
bl Ll o9Me (5 ymle cuial dipoj )3 HI3S S Jalge o b b)) bl el o5
4 bgye iz dbml b g e Gl cnhe oly St b oo g ool gt
el 0392 395 Blaal (13,5 Sllas (gl (B )3 39290 sladles 5 Slawwhe 1 (gymle
b abs] b o)Ll &5 jobilen wiylygs (ol 03g)8 5 LSS Sl o e sz e
oor b0yl 30 b ol (ileSinlon 55 s o 5 o Joal] gt ddyeal, Lz
b Sl (o aw o Wil 51 S o & g oo argie bl gie lacdyy collad

yay



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

ool b b oles il oy b (i 31 5 2l edd gy (slaoles Sy 2,58
Wy )18 ol slaedy jo 01,8l lawi g asdgy Yl aST e (2 A5l 4 bg )l sl
Sl Cuial & 53 Sl mre SR5L G 4 s byd e plgie 4 g0 plradl ]
Caiol (6 I8 Cunlus ool S50 Glgie ay Wb bgyl adloo] qobe cpl 4 dwwy gl clly
& Cuws |y bewlw (pl sae lacded &5 (IS 4 d0d s byl » oymle
byl sl aned o el p3Y el s s 5 aiad 8 coglel o e slacaskus
Aol S g Cusdl W) (e pdaw 53 alidie (sladly &S (gl Cuel Ao )

Bjg> )0 pommde (xS prendl &5 08 (65l g odd aS (e 4 g
olyis 4 Loyl all ) pludl Jl (e3505 w0 g ol w byl adbsl )3 (pnle el
Mol (6 S s > i plosd] g byl plosadl 1505 By 5l 5 3980 (pulow i
Sygo Loyl aabos] pdaw 13 Sgtwl & (ol dles s a7 SLoli8l 5l Jlo loie 4 5
3,5 oaalio |y (658 maona 5 pbes! 58 Hlgiee (dn & YO Jlo jl Loguases) )5
il s (o8 )8 il Cg s 95 Josllygins 93 0 paly dw il ol des 5l oS
o uilsl g oles wlunge sl Ll b o uilsl g aoles wolumhe (pumnoli ¢ guoloksd
ol Lp0) )3 oo o3l G & gyl dpolol L o domi o 05 6L (lgion 1) g
L] 0dg d).ulm

a3l ploxas] l—h;)ﬁu, il 0355 13 gyl 43| ot (6 38 posencs

Sl ol 0jg 50 (awlw ;05b lgie 4 L)l

YaA



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

eSS &b (J."

Articles

1.

Akbanov, Maxat, Vassilios G. Vassilakis, and Michael D. Logothetis.
"WannaCry ransomware: Analysis of infection, persistence, recovery
prevention and  propagation mechanisms." Journal of
Telecommunications and Information Technology (2019).

. Bada, Maria, Sadie Creese, Michael Goldsmith, Chris Mitchell, and

Elizabeth Phillips. "Computer Security Incident Response Teams
(CSIRTs): An Overview." The Global Cyber Security Capacity Centre
(2014).

. Bendiek, Annegret, Raphael Bossong, and Matthias Schulze. "The EU's

revised cybersecurity strategy: half-hearted progress on far-reaching
challenges." (2017).

. Camino Mortera-Martinez. “Game over? FEurope’s cyber problem.”

CENTRE FOR EUROPEAN REFORM, 2018.

. -Koff, Harlan, Antony Challenger, and Israel Portillo. "Guidelines for

operationalizing policy coherence for development (PCD) as a
methodology for the design and implementation of sustainable
development strategies." Sustainability 12, no. 10 (2020).

. Portela, C., and K. Raube. "Revisiting Coherence in EU Foreign

Policy.” Hamburg Review of Social Sciences 3, no. 1 (2008).

7.Thaler, Philipp. “Shaping EU Foreign policy towards Russia: Improving

coherence in external relations.” Edward Elgar Publishing, 2020.
Thygesen Vendius, Trine. "Europol’s Cybercrime Centre (EC3), its
Agreements with Third Parties and the Growing Role of Law
Enforcement on the European Security Scene|.”" EJPS 3, no. 2 (2015.

Electronic resources
9. https://www.enisa.europa.eu/topics/threat-risk-management/threats-and-

trends/etl-review-folder.

10.www.europol.europa.eu/european-union-serious-and-organised-crime-

threat-assessment/ 2021.

11.Team GAIT ELEC-E7470 — Cybersecurity,2017.
12.eucyberdirect.eu/2017-wannacry.

Yaa



Lol g B Coo 8 (Ol g 1yl dsdlwT (g parles Cusiol 5y5U3 9 ois acliojyy Sgis ilixio dolbad

13.https://www.bbc.com/news/technology-57583158.
14.https://eda.europa.eu/what-we-do/all-activities/activities-search/cyber-
defence,2021.
15.https://www.enisa.europa.eu/about-enisaccdcoe.org/uploads/2018/11/EU-
170607, 2021.
16.https://www.enisa.europa.eu/about-enisaccdcoe.org/uploads/2018/11/EU-
170607, 2021.
17.https://ecas.europa.eu/headquarters/headquarters-homepage/82/about-
european-external-action-service-eeas_en,2021.
18.https://ccdcoe.org/uploads/2018/11/EU-170607-
CyberDiplomacyToolbox-1.pdf.2018.
19.cert_about.html// cert.europa.eu.2021.

20.europol www.europol.europa.eu/ about-europol/ EC3,2021.
21.www.ec.europa.eu/ law/law-making-process,2021.
22.www.consilium.europa.eu/en/policies/cybersecurity, 2021.
23.www.europa.eu/horizon-europe_en, 2021.

24 .www.consilium.europa.eucompetence-centre, 2021.
25.www.ec.europa.eu/commission, 2021.
26.https://www.enisa.europa.eu/about-enisa, 2021.

Cases

27.Federal Ministry of the Interior ,Cyber Security Strategy for Germany,
2011.

28.REGULATION (EU) No 526/2013 OF THE EUROPEAN
PARLIAMENT AND OF THE COUNCIL of 21 May 2013.

29.European Commission, Cybersecurity Strategy of the European Union:
An Open, Safe and Secure Cyberspace, JOIN (2013) 1 final, 7 February
2013.

30.Cyber Security Strategy for Germany, 2011.

31.European Council conclusions Draft EU Council conclusions.2021.

32.JOINT COMMUNICATION TO THE EUROPEAN PARLIAMENT
AND THE COUNCIL The EU's Cybersecurity Strategy for the Digital
Decade JOIN/2020/18 final.

33.THE EUROPEAN PARLIAMENT AND OF THE COUNCIL,
REGULATION on ENISA and on information and communications
technology cybersecurity certification and repealing Regulation
(Cybersecurity Act), 2019/ 881, 17 April 2019.

Yoo



Lol g B Coo (g 1yl dsdlowT (g parles Cusiol 5y5U3 9 o acliojyy Sgis ilixiod dolibad

34.Council Resolution on Encryption - Security through encryption and
security despite encryption, 24 November 2020.

35.Council of the European Union, Council Conclusions on a Framework
for a Joint EU Diplomatic Response to Malicious Cyber Activities
("Cyber Diplomacy Toolbox"), 9916/17, 19 June 2017.

36.THE EUROPEAN PARLIAMENT AND OF THE COUNCIL,
concerning measures for a high common level of security of network and
information systems across the Union (NIS Directive), 2016/1148, 6 July
2016.

37.EU Cyber Defence Policy Framework, 15585/14, 18 November 2014.

38.EU Cyber Defence Policy Framework (2018 update), 14413/18, 19
November 2018.

39.https://digital-strategy.ec.europa.eu/en/activities/digital-programme,
2021.

40.https://ec.europa.eu/commission/presscorner/detail/en/qanda_20 127,
2021.

41.Council Conclusions on the cybersecurity of connected devices, 2
December 2020.






