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ABSTRACT

Cyber space and activities such as cyber operations which are conducted in it are one of the new challenges
facing the contemporary international law. Accordingly, exploration and determination of issues relating to
this space and its related activities, inter alia, from the perspective of international law, has an undeniable
significance and necessity. One of the issues raised in this field is the standards for conducting cyber
operations in seas. In this regard, the present study, through the descriptive-analytical method, has
attempted to examine the requirements of cyber operations in the two maritime areas of the territorial sea
and high seas, in the light of the Tallinn Directive 2 regarding applicable international laws in cyber
operations (2017). The findings of this paper imply that conducting cyber operations in the said maritime
zones should be compatible with the governing principles and rules from international law perspective.
Generally, cyber space is not a new territory or area for human activities in the framework of international
law. Consequently, cyber operations are considered cyber activities which are conducted by human beings
in land, sea, air and outer space and, as a result, are governed by international law standards applicable in
these territories.
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