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Assaults on Critical Infrastructure and International Law
Ebrahim Beigzadeh!
Highlights

e Assaults (attack or disruption) on Critical Infrastructure, whether carried out in peacetime or
during armed conflict, can seriously endanger the lives of civilians.

e Sometimes, governments also attack on critical infrastructure of neighboring countries by carrying
out construction within their own territory.

e Some of assaults include the implementation of the Gap project by Tiirkiye and the construction
of dams on the Harirud River and Helmand River by Afghanistan which has caused extensive
damage to the infrastructure of Syria, Iraq, and Iran.

ABSTRACT

Introduction

Although assaults on critical infrastructure are not a new phenomenon, their occurrence has seen a
significant rise in recent years. They might be deliberate, manifested as military attacks or intentional
disruption, or unintentional, in the form of natural or technical disasters. In either case, they lead to
catastrophic consequences, in particular for civilians, and in some situations may amount to international
crimes such as forced displacement or even the deprivation of lives. Given these grave consequences, the
current study addresses the main question of whether international law already contains rules prohibiting
attacks on critical infrastructure or not. Since such attacks may take place during both armed conflict and
peacetime, relevant international regulations must be examined in both contexts. It is also to be noted that,
along with physical assaults, cyber operations can similarly target critical infrastructures.

Methods

To answer this question, the first issue to consider is whether international law provides a definition of
critical infrastructure. The research hypothesis is that, despite the absence of a treaty-based definition, a
customary one may be inferred from states practice and the positions of international organizations.
Moreover, the prohibition of attacks on critical infrastructures in armed conflicts is confirmed by the
principles of international humanitarian law—specifically the principle of distinction. This prohibition,
though somewhat implicit, is also relevant in peacetime, since such acts may entail violations of the right
to life, a fundamental human right.

Results and Discussions

The findings of the study confirm the research hypothesis that a customary definition of critical
infrastructure can be identified under international law, and that attacks on such infrastructure are, in fact,
prohibited during armed conflict and in times of peace. The international community has recently started
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taking action to reinforce this prohibition by recognizing attacks on critical infrastructure as international
crimes (specifically, war crimes), though this recognition is currently confined to armed conflict. In this
regard, reference is to be made to the two arrest warrants issued by the International Criminal Court (ICC)
against the Russian military authorities for their actions during the war against Ukraine. These warrants
were issued as a result of the attacks on Ukraine’s critical infrastructures, which the ICC recognized as
constituting war crimes. Although this represents an initial step, limited to the prosecution of attacks on
critical infrastructures in armed conflicts, it should be regarded as a positive development, demonstrating
that the international community has finally taken appropriate measures to uphold justice and address
impunity.

Conclusion

Nevertheless, while the definition of critical infrastructure and the rules prohibiting attacks on it are
reasonably clear, international law provides no explicit regulation concerning state construction projects
that cause severe disruption to the critical infrastructure of neighboring states. For instance, Turkey’s
construction of more than twenty dams and nineteen hydroelectric plants on the Tigris and Euphrates Rivers
has significantly impaired the infrastructure of Syria, Iraq, and even Iran. According to the treaties
concluded between Turkey and Syria on the one hand, and Turkey and Iraq on the other, a specific volume
of water is required to flow into these two countries (i.e., Syria and Iraq). However, due to Turkey’s
activities, the actual amount of water entering their territories has reportedly been reduced to one-tenth of
the agreed quantity. It appears that the construction projects undertaken by Turkey have served multiple
purposes simultaneously. Indeed, Turkey has not only sought to render the neighboring countries dependent
upon it for access to freshwater resources and thereby establish a form of regional hegemony, but has also
aimed to disperse opposing Kurdish populations by submerging their villages and residential areas.
Furthermore, as a result of these projects, many areas have been inundated by the lakes formed behind the
dams. These submerged regions were once the sites of great ancient civilizations and contain archaeological
artifacts far older than those of the Ottoman era. By constructing these dams, Turkey has, in effect,
contributed to the destruction of these relics, seemingly in an attempt to assert that the Ottoman civilization
represents the earliest and most significant civilization in the region. Similarly, Afghanistan’s dam projects
on the Helmand and Harirud Rivers have seriously disrupted infrastructure in Iran’s Sistan and Baluchestan
and Khorasan Razavi provinces. By constructing a dam on the Hirmand River and preventing the flow of
water into Iran- contrary to the provisions of the 1972 treaty between Iran and Afghanistan- Afghanistan
has caused the drying up of the Hamun region of Iran, which lies downstream of the river. These actions
have resulted in the displacement and forced migration of thousands of Iranian citizens, residing in that
area. Additionally, the construction of a dam on the Harirud River by Afghanistan has severely disrupted
the drinking water supply infrastructure of the city of Mashhad in Iran. These situations call for further
research into how international law might address such state activities—beyond the mere requirement of
consultation—in order to prevent serious harm to neighboring states’ critical infrastructure.

KeyWords: Critical Infrastructure; Armed Conflicts; Individual International Criminal Responsibility.



FoSom AN 1 Seig il LLE Vo TP-oVVY sy lo L TYo)DFeF limo o(F) YAu Bgin colining aolibiad

https://lawresearchmagazine.sbu.ac.ir/

Hodlim @oi> g Sl sbeslu g a o

Az p OIS
g oo ploil il Slasles plSin )0 12 g 7o o) 0 w0 a5 Sl slacslo yj 4 (PUSIL dem) o5 @
P g Jlamen sloyeiS Sl Sl 4 0en uejie 09)0 il 5 Sl plxl L acdgs a5 @

Cansl GLadla] Lanwgs din 02 9 9958 slaailS0g) (59, S Cl g 4S5 Lawgs OB )b (sl 2l o b pa dlex 51 @
enlod S70)lg lnl g Bl ygm (sloy98S slacSlo 4] Syl S llus a5

odS
Lol s (o o5 il (o8 y (g0l lgi s sl LS g3l g bty 45 il (slaciil 4o (UMEST b ales) o5
ol 008 Gl b clos (2o b (Mol slacolir S5 4 oo ol (Ko g 300 lealliied (sl o5asar (250 U]
P o)l lbealon cal & 558 Cussion sl uelsd Jallins Bsi LT a5 ool ol Jlgs (ol @ goly JLivay 3o
o g0 0 50 Mellin Ol e 1 000 0 &) mho Gloj )3 o2 g Alane Dlaclie 3 2 (Sl slacslo ) 4 59l
2l shol Jf5es a2 gy sl 095050 ol 55 (6 ymls sl 5l Sl gloclo s 4 (25 2l o 5 40T (el sigds oo
Cusgian rizad § Sl gl 5l (e iyl S 4 Gl 45 Sl Gl a8 050 &l Sl Sl 5 Ay
b )d oo o o g SSleSs (g 5l (60 b pl Baod 8L S o plej 50 g wilrhane Sleslie o sl 4 255
2 13l 88 ol (Jallorn anele 28Ty 08 Gl sloclay) 4 (285 Cusgion Cole; pae e S o 9l 1) 398
G 50 Sl SacSlu ) 4 (20 Cussies § Ly 4z STl 00gal o (Six Sl plsieas ol ogel Ll B
Sbml s 95 lajlugislo b oS 2l placdss slapladl o500 ) (Blas aelsd olgs cod Lol easl (pdg) Lo y&5 ol
Wb oo 057 Jlezep lacdss Sl slcslu g jo ol P

6558 el (s (6,85 Cogin wilbins Slosline Sl il 10559 uuls

YA 0,90 ¢ o lidos delilad & Molliyy Gsi> g Sho bicluy) 4 (5,0 el pl ol 3 Sy tlllie ol 4 Sl
YY—\ua.o AR <«° MY o)Lo.-f.v

DOI: https://doi.org/10.48308/j1r.2025.241688.2965 VECF VA 5y oyl VE V00 sl s s

Ol el st Sl oIS (Foim 0uSiils ¢ Jodliy 3oa> sliwl )
ebeigzadeh55@gmail.com :_fstuo odis s Leos/

Copyright: © 2025 by the authors. Submitted for possible open access publication under the terms and conditions
BY of the Creative Commons Attribution (CC BY) license (https://creativecommons.org/licenses/by/4.0/).



https://doi.org/10.48308/jlr.2025.241688.2965
https://orcid.org/0009-0009-3675-7113

ool3 8 Jllis Bsi> 9 Sl slacslo s 4 (o,

dodio

Folo pae 33 (2585 g9 oal cnl S92l TS Gwaz sy (Sl slacSle ;4 (PLSI L alex) 2,8
35 ST 25 451 ol 455,5 395 a0 sl i olad aiabice loolie alSin J3 a7 5 sl ol 5 47
eIl 53 DSl 35 Tos23l 55 590 5 om0k 51 o2 i e oalS o slacSlo s
Wgd oo pll g3l &0

9 oo s Myles oo e 455 ] AL 5 oo Ll ) ol Cge bl Sl slacsle e PLSIL o B
Sae slp Blas b Sgp o 3l eod caml s sl Sl anx> loellas 8 6ly odee jgbay oS JSleas
lad &b 5l Sl slacslan; o PLSTL oz 2 b ojg el wisd 2,5 o 51 a2 B hgeS
o 55 555 5 o5 93330 551, 5 s Bl 5 i slagll o 5 Ll 3 S sl o 5 S50
VoYY Jlo o sl 9588 (2lyd 25 638 Agf b3 w95 e digad gl STk (g e by
s o olS 55 72 STl il 05,5 o 4 e i )5 il SLLS & i o5 e
WSS 393 3,y ol g ol oyl 4y e L a5 5,5 0Ll il pool LSt 025, 5 150 s0] (59m05) 0
lodo oy 03g)] g 5 iy ez ol yms 5 45k cilas 3l ik olSg 5 4 Sgame s alas oyl 43T s
Sl 3, lawgs lpl Sle 38 bshs o o503 a4 Gles oo aiges Ol 5o, 30 Vol bl ofiws Sl5e
a5 gax Slylas 4y az g LAl 0050,5 ey o Sluy 3, alez 3l g8 DMSaw g0 s 45 5,5 0 )Ll L3l !

Infrastructure <,be (gguilyd b » ¢ Critical Infrastructure @ )le Cdél Sl ob; 0 Sl caluy; eMas! gy
5 B8 0 b ciloy; Caenl & da g b 04 o ooliwl Infrastructure Vitale | Infrastructure Critique |, Essentielle
ol o 0dlaiw] € Sl co by P eMaws! 5l dlis ) > lellss e o554 Ol

95 g2y yide ddlllae gl 33,5 ooil et s (g & Sl lacdlup; 4 (o) o Wakiee (S ]

Newbill C. M.* Defining Critical Infrastructures for a global application”, Indiana Journal for a Global
Studies, Volume 26, Issue 2, 2019, P 765; cite par : Bannelier, Karine, “Le droit International face a la

destruction ou la perturbation des infrastructures essenticlles des Etats”, Annuaire Frangais de Droit
International (A.F.D.I),Volume LXIX, 2023, P 229 1.

4 pie o 903 )Ll (yl5 3 VoW Jlo (oligws & (liee wind)S Sl gl el cu 50 4 i o (b b )L Wiges
23 e 38 ol 55 50

ool Bl £9)98 3 VW o 3 g (o3l o895 ol diged 0555k (SeisleiSS 5 (28 b ogat

ool Sl scdlop; 4 ool g des (o) p 1S g an g dllia oyl

i 39 £93y Sl S by > INBIL o35 sl w9y sloplisl 3900y adlllas gl |

ONU, Bureau de Lutte Contrele Terrorisme. “La protection des infrastructures critiques contre les attaques
terrorists, Recueil de bonne pratique”, 176 Pages.

Syl EMos :Sike &5l 03,8 pMel (Agence International d’Energie) (¢5,1 Mollops ouilil (sgw 5 o piitio (o)l55 2
90 VoYY Jlw jo &S (gyeb ay funl bl iol38l ply 93 51 i s VoYY U Y-Ye oo Jlo o dtin 2 10 L33 )0 5 loaSid 0o
ol 0dimwy Cod 4y (St ales VY4

Casanovas M. and Aloys gheim. “Cybersecurity —is the power System logging behind? ” /EA, In: Jack.V,
“Europe’s grid is under a Cyberattack deluge, industry warns”, Politico, 2023, Cite Par: Bannelier, Op. Cit.,
P 227.

6, Stuxnet

7. Bannelier, Op.Cit.

b oBgels o 3)90 53 QS N0kes Sl 4y ool 3 V¥ 5925068 V) Gl (ool sy pudoms )3 9508 g el & 258 g5
B s g



VFeF ol Fojlods VAo g0 SBei> Sl aolilad

Trbae a5 Jsw gl oo Sl (ollai nf p3 50 Sl Rt Sb> lacSlo n 5o Pl sbul b a5 il o
0l 3925 sl Lot sl ol lone LT 5 g oo Ggminn € Sl ol 5 az Yyl a5 ol () 3950 0
cho by o 5 alrhas Slaslus aallin 3 Gl gbeslon; 4 (2 JU3 53 Jollom G adge Ll
e Blda Gl se Jsed ol (Slamlie iyl G 05 09zl a5 ol ] jldgi o ol s b S
Sy yie Gl e 0iiS o paziio |y Sl Glac iy cinye Gl o5 b 4 sga gl il pleline
pas oS Suesias 0,8 el goien |y Sl glacslan @ alex le a5 was o |y GGl cnl Jelline 358>

2ls walys ol jamdy (63,8 (6585 Cudgts (] Cule,
Sl Goe il gms slolors aazgil Sl cilu g 5l iy Tl a5 cool Gy (or JlBg cal 5o cnlpbe
Pl 59565 )18 5555 0590 o oy o 5 Ailrhuns Slaols aslin ;o sl a4y (2585 Cugion (upms 355

09 gy LSl cnl 4 (5,05 Cusgion Cule) pas sl2l Ciles

Gl coluyj i)
losT 51 s Tl a5 el 3l D olmyl b ala JL3 55 b cbcslo 5 eyl 5 el Liis (ol
Lol 1) il a (5,05 las 5 Jgew a0 o el 1y el ool 5l oo Ll 5l 03390 iy a5 (] 09 ]|
Sanles iy 5 Sy Gy 3l Iadys o ains o Lt la oy 505 5o Jallies s aslsh A lsisas
Gy S 4 ol LT AT 0,8 gy Bie 4z gil B ogd s s o5 (slosny tigyoe 0,hb Jsadiolez

fedl caws Sl slocsleyg il

S geslo )l Jeubple (Flanlee i 25 94451,
35158 (el sanlie 4o Sl Cilu ) G yad 6l Sl b 55 (cwgedlasS a5 wims oo olis Slalas
AR s S e bedban b ) (G pdy Ble &5 Wls S92y (soate Jle o)l 3525 (Jgeb0le)
05,13 5 1 el olizel ol Lol Teacans cows 51 T cranns 5o 1) 093 a3l g Cuolsl ainlys o lacdgs Vgl 1aigd oo
oz glol (sxhha besls p o1 a8 95500 crge Wil Guslas (s 5 Sl Glocslon 5l Gy oS
LS Dgas € SLaP Wlonis Lastine aiw o 40 a5 pbcSlep; aSTL W oS 5 o SN L 6,50l >
i 3l s 550 )58 @ )5S Sl lu g (nl 45 355 0 golae oo el ASST (ed S 1B 2 e 00
Pa> ;S ohgh (pol> slag yeld 15 095 Sladgas ;5 Mollirn peline (B 4z ST pite g Dgliie oo ey @

Sl cblas> &g pod o)Ll 0535 ladsgas opl Tl lail s abs5 oo Sl slocslep) 4 g mle Col

I, Resilience
2, Bannelier, Op.Cit., P 229.

393 g2

Cllis 5 ¢ pmlo Cuiel lon i jp Sy sbul lsie o6 Yoo yuoluod VY & g0 doxie o lojles sogas zoome OA/VAR dalinlad
S/RES/58/199 « skeMbl sl slacdloy,;

K s yg 5 CMan lae )3 Sl by Ciluyj jl cblesd jogas > VIV a8 W &0 Cuiel (glygd YYFY doliakad —

LB S )18 e g5 3y90 (ool slagjeld adigan (nl )3 398 0 danMe oS 5k lon



ool3 8 Jllis Bsi> 9 Sl slacslo s 4 (o,

o st 5 4 i sacline gl bidg e 1o At ab 4l LT §1 Jgadiylez iy ool glocslon;
0] 5 lailate ok ;3 4z 1 loslas oo Lol slagyeld 53 (> Sl sl e sl Medlons
b iy S M Vel ot Sl slailo g 5l ey 45l gl a6 ol (glagpeds o il
lecdgs o ,Sloc g Ol )80 059 (Bye Gsi> £l 4 il aS ol Sumdg iz ;0 800 polad lisren Jood e

(28l s Sl sl 5l (i o & Ol e b S 0 5 24

S sbeslu ) (S i )Y
Ol B )3 o5 Cunlacdys ayg; @ g9z roged (S ghie 5 (So Hellim SBpe 4 (pliiws (6l o5 pilo o0 S8
Glacsloy; 5l iy 4 ghiws lp bdgs o Slee a4 Wb ool pls el Lol JB Ll o Shae 5 2, e
dog s hilate slaglojl 5 ol Zemdo b slaplejlo j) (S sy 4 g ol 59 aSHT e 1Sy Sl
(5 0] die YL Olg e sl alils y o8 Sl ol g sl die) 0 a5 oo, 0iS gl 51l ol
ol ol 51888l o T sl lacalo s 5l cblis 5 culam 6l SgmmsaS sl b 5iS ol gas o Ll
ool 10 50 S (g mle OMex iy 10 845 Sl slacslu ) 5l cbla> gl uized 1K 0] Toges 5] ai;
Koyl Gl lacsloyn g ymbs Odax 4 Ty (i 45 S50d piite (il 92 ¢s0az usdy Loy ToYY
Mo WS 5558 Sl clacilu gy b b o 1500l sloolgs 4lS iz o, i (ol Gab el aily olazs|
Pl 0ol Bl o ] ciles o] (sl a8 oSS saims o] 4« 5 polu Coal slg a5 <85 g8 e |y (5l
7S b DL A 395 o silme 5 s3be Sl el Jlsal g bapis 4l ol Sl ol o S0yl 2y Jlats 5|

Vi 38 o 31 sl asgamma b ol b soges Coodlos ol ¢ Lo slaiil el (5, LT 5| S0 0

D903 LI VTY yialsi )3 )b lg8 & pliee Jle sl 350 il 53
Appel de Paris pour la confiance et la securite dans le Cyberspace. “protecting critical Infrastructures
against Systemic harms: A path forward to overcome national discrepancies?” November 2023.
A anlgs dogr Lol 4 allie pen 45 aS 3903 0,Lsl Uiy 3T aalowi] g bgyl apdlow] (claylS ay g5 o D90 oyl 55
3. Commission on critical Infrastructures protections, “Defense critical infrastructures programme”, 1996.
4, Policy Directive 21 (Critical infrastructures security and resilience), 2013.
5. Cybersecurity and Infrastructures Security Agency (CIS A).
6. Consolidated Appropriations Act, 2022, HR, 2471, March 15, 2022.
alos 1 oMbl ol il celw YF B )b Wb Sle o colvy) oS g (Mol i 8 b 518> (D9 sbaolys alS 5B ol b
S d5he albder g opie cul Cale) pas aimd M) b Ca L) syl el Gulil 4 ]y ile da by 4 gyl
250 93 o Ll J1y08 oo S glizel Sl Sl
350 £52)
Critical Foundations protecting America’s Infrastructures, “’The Report of President’s Commission on
Critical Infrastructure Protection’’, October 1997, 192 pages.

a0 1y (3L Sl lcdloy; g0 blod Sl (g5lxe 5 (0lo Jlgal 5 s 4 ‘_‘,T o)Ll wlos o0 0bgS iy yai ol 4> ST
el 03903 asuiie |y Sl il 00 5ls b cdlu ) Cutal § 6yl Cutal (il w5 ol (ol 1o o s Cpaen

4 295 £92)
Haataja, S. I. “Cyber operations against critical infrastructures under norms of responsibility state behaviour

and international Law, International”, Journal of Law and Information Technology, Volume 30, 2022, PP
2126-427, cite par: Bannelier, Op.Cit., P 230.



VFeF ol Fojlods VAo g0 SBei> Sl aolilad

o &30 9 0dos )9194) LQWLMJJ;) u.!‘ )l cblas 9 WLQ:> Cwloads 4.‘>94 LS’LO le.(bu?l.w).') L o~ U‘)"‘ B
ol Y Jale pue 08l ylojls sl 5 ol el 48,3 18 ax g5 5 50 Jele je aiblay ylojles b Jais e &l he
Slabe o Slod 7,b )0 a5 Coslosged @l |y 558 pl gao50 olKiws alS 5B en ¥ o ad Bun oyl
Wl aies (arass 995 e 9 wber (Sl SlacS L n )y Slaagd b ablie 5 (6 iy lp ) p3¥ Sllael 355
Olesle el wlul Ll o j0 a5 Tailesges axg5 ,9iS Sha slacsluy) 4 a5 i)l 3439 o2 (5,500 ol

u\.u‘u...o.ﬁ‘ )Sl.‘> )L....M.» QT fsoj‘é =L..¢.QS 6[.&445..4.:7 o)ajc\a 9 VJ.ALC)...C A..SL.\J
(Sl sl p P Jali 1) Ll s So Ll cusal b slacalo p 4 s (A o) ¥ osle 1o oylojlu (ol dnliwlus!
Iy s ol aiS b Sl sl g 5l (a5 0580 (ol I ae .l 00g0d s «Cbla> LB 5 pge ¢ ol
5 wlon) s 5 3510 5l Slasgemme 4 CElupp o] b a5 bl Glosle eSls ateS wgan 0 T e
ailp HeiS Sl yhe 4 Jlo sl Ol o0 Sl GlacSlo ) (psas ;o b )glS (s Ol phe (o) 2 osz )z o
aS Sl 0als Cogal YooV Lo jo glaslicsy sl il 1 cudlie oyl 10 g 0iS cpl 40 20505 0)Lal 50
el ¢ 95 sl ol o Sl glacsley P casle o,Slas aadi slp o] 0 00 ¥ oole b
L e gboly plo Soles LU cul ool aulgs slaidl O)l5g 51 € S5609550 g (crmdbs (sLO L alilas (golazdl
L sboasloy; Sloyd cogai LY of 4,58 VY 50 e ,5i5 pl Fslad &l g ol g G5B (5,900 yulas

L gbosle ) Jols sl ool BB govwa (Las S5 aS 1) (pogas § oges jl ph) Sl Conl

)50 V¥ Jo1 0 055 50 g dauwy dome Cogual 4 0 e ¥ g ainly oale SO QB 3 VFeY Blape YA 5 ele i wibly lojles 938 .

265 )5 S sg sl

iJols il g b basye 5 (wdVWh sl AFV/-A0N &80 Jole e 18ly ylojlo o3ls diieS dobiuguns O odlo 3ubo 7

Sy Slhgan g ol g (5 pumy (el B =

i Oilel 5 Jolo e Bl 9S50 50 plas IS (slaculp -

(05 03lo) youiS drwes (sladoliy (a3l PSS gilE —

(@ Ve F 0bo) ol g drwgs puiiad dllwgey (eil8 —

VA0 olo ddul V¥ Cgumo (S yd 5 oloin c oobaid] drwg dlluwzy o YA o3lo —

Y s el g sy dllogy 4ol (NS glaculuw -

AYAS oo yoo A Cguan (6)9iS lodd Co e 4536 O o3lo —

Jole g 23813y lojle (o3> 4eS VF) slo oo Vo gan jouiS lacdluy; il cblis (oo paly )b -

¥ e olo didsl O Cgnn (uiS drwgs (ladaliy ol P 93 YF o3lo ol 2] aobipl —

VY olo (63 VA Fu )b 5l codwy (S pudy cogai & VFoY 0,0 gl gyl 53 0pad VY g odle Yo 3 Jole pd il lojle doliwlel 1

ol )l gelne (glag ys IS sl sdge ol doliwlun] pounds . unsl 2 1> Yle5Y (] 50,1

9 2l loolKind Jole pt 38l 09,55 Cund 15 pd Glgieds) olojls ) ¢ o3> dteS S Jols Jolo e widlyy lojl

Gl 598 gl il

S ye ol 3 VFY olo LT Jol #5900 VE-/VIYAYY o5l 4 j9uiS Jolo pue idlsy o3> aiaeS «lgd S coile,d» 4 345 g9, 2

¥ obye w2355 g9 )b (el slagsingiy

6, Para 2.5 du Circulaire du 14 Fevrier 2002 relative a la defense economique, J O R F, NO70 du 23 Mars
2002, Texte Nol0



ool3 8 Jllis Bsi> 9 Sl slacslo s 4 (o,

Lo «dgs ShLsl 5 SLIazEl ]zl ms po cosbsl slasli w3, sl 5350 Sloas ) 5 zlizmle a5  adsi b
auilyd aloml s Vel 48§ 185 05 00 e (6l ol Sl et oudlo b cde el o elBs @408 s oladl o Slee
15 olayd ol sl 00305 gy S (glo s ¢ BASi Copiol Lii 350,01, Sloyd ;5 T+ VA 4o TY o
a9 990 latdl 5 anel> o Shee gl Sl Slosd e (nl )3 el odpn) upal 4 dered S g 03l TY
ol can ¢ Il Slons o o slo 3l ol 5 «Sil «Satd o iy Los gyl Jolis o)1 5 wilazs § 18
word BBy slac] il (Samlsl O @ie g ady cedles QSIS hgel g plasil (elotz] aals
e e Sloyd 3SThe gzmen o (slasles (sl (3 olga 0aiS (sl (slaoles (hjgal Il slocS Loy
oy o Wls il ske 955 (Sl ol gyald y0 n)5nS el a5 (gl0l 4 p3Y gl e gl g
s S g ol 50 T e 4,

Slaglosls prizad 5 ol Exdho b ler slogleila 51 5 ool &) e (515 Sl yde e
gyl 3 a8 els cedo b laglole (ogaz) 3,5 o)Al (Sl oSl 5l e g0l8 5o (ladlase
g0d 0Ll (golatdl arwsi g (6y5an Glojls 5 oyl & Blce wilosls sl Llapladl Sl slacsloyy;
locdss 51 T iyl e 5 Wl ol Slaas caisSwl)l S Sl slocsloyn) she o8B pod !
Colgtns (S U 9 S oSl s Sl alS 6l e slas el 3| Gad b salss oo
005 Sialen 5 ol (DMl Jobs alaz3l chlbisee slag el [0 K0S b il 4 (2505 (LSS0 (sl 25
Sl ol 5l cblis gl a5 anlys o bdgs 5| prizman s 2l LS (6 San Lo clasly slacalles
P sl |y Tkt slagyeld o (Mallin slags Koo

S5l g Sledbl Sl slacalu il cblas (gl dogi 083lg0 (gainw )0 (goladl axngi 5 5 ) Ken Lol
ol Sledbl Sl slacslo sy aS o)ls oo pdlel aw ol jo Hlojle .l 00,5 gac slocdss 4 (bliyl

!, Voir I’ articl 1 du Decret NO2006-212 du 23 Fevrier 2006 relatif a la securite des activites d” importance
vitale, cite par : Bannelier, Op. Cit., P 230.

015 bl Sl (s90]) €8l duap g0 o b ) Gl 00 (Sloyio)ar YooV Japgl VE o (lojd ol 48 0 S sl 4l
oy olliipe clacylled Lol a5 wimd o s |y bl 5l i 03)ls> bedlu ) ol cal aloye Ll Cusygd 45 )
2, Decret NO 2018-384 du 23 Mai 2018 relatif a la securite des reseaux et systemes d’ information des

operateurs de services essentiels et des founisseurs de service numerique, J O R F, NO 0118 du 25 Mai
2018.

sl 0 pLl VA (00 V5 ) 55 o jd cnl Sloyiasss o3

il B s s 3 03l lple & s 9,5 e 31 am) g ol ¢, $The to g (Sl e L oy il o 5o T
S5 slacdlop; aile il Ren (sl (sages Sloss oriS il &8 Sl scdlonj b (255 Gpsoliol b b)lil 36 SO L
g S S5 4 6

stlhord «SpudlS Sl (SMBL (559l ¢ algn JBg Jor < 2ly> slagicn Jold pasuie jobody il Jlaijge (slagyald ¥
Dy e Slaud (S5l (oo

1295 £y el OIS 959000 yde adllee sl
INTERPOL, ‘’La protection des infrastructures critiques contre les attaques terrorists: Recueil de bonnes
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Tremblay, Monica.”’ Les infrastructures essentielles: un defi pour la securite des Etats’’, Rapport evolutif,
Laboratoire d’ etude sur les politiques publiques et la mondialisation, ENAP, L’ Universite de I’
administration publique, 21 pages.
4, UE, Infrastructure Critique: L’ UE cherche a ameliorer leur securite, 28 Octobre 2022.
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-La resilience operationnelle numerique du secteur financier.
-Des mesures destinees a assurer un niveau eleve commun de cybersecurite dans 1’ ensemble de 1’ Union.
-Modifiant les directives 2009-2016 en ce qui concerne la resilience operationnelle numerique du secteur
financier.
-La resilience des entites critiques et abrogeant la directive 2008/114/CE du Conseil.
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-Multistakeholder participation at the UN, November 2021, 36 pages.
-Advancing International Cyber Norms: Multistakeholder Recommandations, November 2021, 48 pages.
-Working Group 5: Building a Cyberstability index, Executive Summary and Final Report, November
2021, 19 pages.
-Working Group 6 ( WG ) 6: Bringing concrete tools to the Paris Call Community, Report Securing [ C T,
Supply Chains, 2021, 43 pages.
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-Confederation Suisse, office federal de la protection de la population (O F P P).
-La strategie nationale de protection des infrastructures critiques, 5 octobre 2023.

Jols a5 (VoVY 58 ol 53 003 joya ) YN0 (5595 W goge I3l slocdloj )50 g 18 (988 42 998 £52) (yioeen
Lol 03le VFF
Document de position sur les services esentiels, Juillet 2021,16 pages

b 5 oSl Jolis ) (ol g sy (S sl ((Sejd OMan Lo 13 il slacdl i o 1S 0]
e Slge ¢ Jlo Sloss (55l ¢ s y98 Sloss (2183 5 tnino (Sl daius (Sl S5 ()18 Slugals o pliand oz
St (JB 5 Joo (sl (slablony g 3lge 5 [Sye Mol (555 (ogar Cuadls 5 oy (Fg> Sl c(5)5LiS
4 095 g9y O gladlaias g Of (5ilooysd

-Senstar pedia “’Protection des Infrastructures Critiques’’, Date de reference 25 Aout 2025.

AR



ool3 8 Jllis Bsi> 9 Sl slacslo s 4 (o,

Hollom Gsi> 9 G geslu )@ p25.Y
el Oy e ol o ey )0 4z 5 dilbdce Dloslbuw asliin (0 4> Sl sbbeslupja o wo 5 o

.QQ;LSA w.‘j.i.w.a g0 0099

dilliwe Sloolro b yo Gl sreslo ) o 25 .Y
P Sl ol a2y Nl S a4 B Sl il ) Gl dilxlie Slesle alfin o Wb ax 31
Slasle o Sl slislup; 4 o,m Niwl ol Lol dlaal 5l (S dilxlae Slaslre a5 L..:).cu
S b gl Ohlus 5959 4 e ST s> (g mlo Oas aldl 0gd sloxl 6 mle glad jloolatnl b o5 ()
a5 1,8 azgi 0,50 55 ¥ b Jeadlygies 1o ol Taigd gt CuSle al aile e 150,55 lellss yuca
Colpody &5 S (guelgd (ol Dlaols (pl @S> Fea> a5 sl (pl S g co ((Modliyo 1 g (Mol
ol @ ol @SS s SIS ol Cole; o ol Aas gl laae S o lil Sl sleasle g 4
oz 350 Wl f ollai e Gl oS lu ;oS CiF bl ey @ Gl s oollaind Jlsel 4 (2505 Cussion
Aoz 5,90 5 Vgl Dgume ollas Blaal lgieds aiilg o al i e Cox g B bl ol 05,5 18
@ paie VAVY Jlo S ojleds JSGg, OV = Y ool as axgi b olgs oo |y el s ol 4 alas Coegins 03,5 )3

ol Jlgal S Job g Voojles e 0acl aizman 5 VAP Jlu 555 4l bz (slaggealyiS

B> ol Jgol | (S o8 €SS Juob ol il 69> (65 b g olsi ollain @ Sl gacsluy (08 bt
29 plool el Ailiwgd i
4 Ol diged ly w3 e g8 s 3y90 1) R3S slacS Loy (i ©yg0 4 y5iSed (Sl - dpwgy) Sz 3 Jle sl
sl oKV I (oolas @ () S'gl alos b VoD gl N8 )3l Sol 3,5 53 3 sloolSg s 0o 4 (551 (Sl &) dmg) dles
VoYY a3 00 )3 1y cnlSol Loysly sl oSy dpg) dlos IS o lojlu (sogas oo 903 0)L3l Y+VD gl VY )3 drus)
A/RES/T8/316 & 355 g3, 31 03,5 psSieo
SlS10e 55 lpl & cunl s et 403,85 (a8 gyl OMos b Sl oo 55 Jlal o Boi> (b o1l S wlto 4 Sl T
039l ) (pogad b (ages 3l ool )5S Sl slocdlig; & ((la)ollos o sl Jai pl 1 spmbes ol pguealy'S 4 bgspo
N8 segi 2)90 ob lalloyn (alad dg) )3 Shlud 390 51 £)6 CuaSle & (285 LBl €Ggb» Jas S okl Wil o S 0
199)95 455 dpdd 4 g2 Jlto (sl ol 485

C11], ¢’ Defroit de Corfou “’, Arret du 9 Avril 1949.
Sl v oS 15y S sl Sl agyime lp el W9 WY 3 LSS Glidas o 3505 pMel ] U814 40d8 pl > (e
sl )5S o e a5 i)l I8 ST
2995 £92) ¥ 0l e 0y90)3 iy adllae gl

Schmitt M.N, Tallinn Manual 2.0 on the International Law applicable to cyber operations, Cambridge
University Press, 2nd edition, February 2017, Particular PP. 11-29.
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!. Henckaerts J. M. and Louise Doswald Beck, Customary International Humanitarian Law, Volume 1
(Rules), Cambridge University Press, 2005, PP 25 — 29.
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-A/RES/ 70/ 237 du 20 Decembre 2015.

-A/RES/ 71/28 du 5 Decembre 2016.

-A/RES/ 73/27 du 11 Decembre 2018.

-Declaration on Responsible states behavior in Cyberspace, Lucca, 11 Avril 2017, cite par : Bannelier,

Op.Cit., P 235.
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-Selected Basic Documents related to the International Criminal Court, International Criminal Court
Publication, The Hague, 2009, PP. 229-272.

-Fernandez Julian, Pacreau Xavier, Ubeda — Saillard Muriel, Statut de Rome de la Cour Penale
International: Commentaire article par article, 2e edition, Tome 1, PP. 627 — 685, Paris : Pedone, 2019.
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